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NHO®OPMALIMOHHASI TAMSATKA
JUISI OBYYAIOIIUXCS 17151 PASMEIIEHUS
HA O®OUIHNAJBHBIX UHTEPHET-PECYPCAX

C KaxIOpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS Oouibllle, a
IIKOJBHUKM OJHM W3 CaMbIX aKTHBHBIX MOJb30BaTenenl Pynera. Mexny Tew,
MIOMUMO OTPOMHOT'0 KOJIMYECTBA BO3MOXKHOCTEN, HHTEPHET HECET U MPOOJIEMBI. JTa
naMsATKa JI0J>KHA IOMOYb Te0e 0e30IacCHO HaXOIUThCS B CETH.

Kommnrerorepusie BUpyCHI

KoMIIBIOTEPHBINT BUPYC - 3TO Pa3sHOBUIHOCTH KOMIIBIOTEPHBIX IPOrpamM,
OTIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHUIO.
B nmonosiHEHHE K 3TOMy, BUPYChl MOTYT IOBPEIUTH UJIM IOJHOCTBIO YHUUYTOKUTH
Bce (haiiibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOro Obliia
3alylieHa 3apa)K€HHas Iporpamma, a TaKXKe MOBPEIUTh WU JAXKE€ YHUUTOXKUTH
ONEpallMOHHYI0 CHUCTEMY CO BceMHU (¢aiiiamu B LeJOoM. B OOJBIIMHCTBE CllydyaeB
PacCIpOCTPAHSAIOTCS BUPYCHI YEPE3 UHTEPHET.

Metoapbl 3aUThI OT BPEAOHOCHBIX IIPOTPAMM:

1. Ucnionb3yii COBpeMEHHbIE ONEPALIMOHHBIE CUCTEMbI, UMEIOLIUE CEPbE3HBIM
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MIPOTPAMM;

2. IloctosHHOo ycraHaBnuBaii mauTd (IUGPOBBIE 3alIaTKHA, KOTOPHIE
aBTOMATUYECKM YCTAaHABJIMBAIOTCS C LIEJIbIO JOPAaOOTKHM HpPOrpaMMbl) U JApYyTUe
OOHOBJICHUS CBOEH OIepariioHHON cructeMbl. CKaurBail UX TOJIBKO ¢ O(UIIUATIHLHOTO
caifra pa3paborunka OC. Ecnu cyiiecTByeT pekuM aBTOMaTH4€CKOr0 OOHOBJICHUS,
BKJIKOYH €rO0;

3. Paboraii Ha cBOeM KOMIBIOTEpPE IO MpaBaMH I0JIb30BaTElsA, a HE
aIMUHUCTpAaTOpa. OTO HE IMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM MTEPCOHATBHOM KOMIIBIOTEPE;

4. HWcnonb3yl aHTUBUPYCHBIE MpPOrpaMMHBIE MPOAYKTHl HM3BECTHBIX
MPOU3BOIUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub (HpU3HUECKUN JOCTYI K KOMIBIOTEPY JJIsl TIOCTOPOHHUX JIMIL;

6. Mcnonp3yil BHEIIHWE HOCUTENU MH(OpMaIuu, Takue Kak ¢uielika, JUCK
WK (aill U3 UHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB,;

7. He oTkpbiBall KOMIIBIOTEpHBIE (pailiibl, MOJyUYEHHBIE M3 HEHAJEKHBIX
UCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpbIe MpUCIaT TBOM 3HAKOMbIN. Jlydiie yTounu
y HET0, OTIPABJISUI JIU OH TeOE uX.

Cetu WI-FI



Wi-Fi - 310 He BUJ Tiepe1auu JaHHbBIX, HE TEXHOJIOTHS, @ BCETO JIMIIb OPEH]I,
mapka. Eme B 1991 romy Humepmaniackas KOMMIaHHUS 3apeTHCTPUpOBaJia OpEHT
"WECA", urto o6o3naugano cnoBocoueranue "Wireless Fidelity", xoTopslit
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD'.

Jlo Haiero BpeMeHH Jouuia Ipyras ab0peBuaTypa, KoTopas sIBISETCS TaKOU
e TexHosorue. Ito abbpeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLJIO JAHO C
HAMEKOM Ha CTaHJIapT BbICIICH 3BYKOBOM TexHuku Hi-Fi, 4To B mepeBojic o3HavaeT
"BBICOKAsi TOYHOCTB .

Jla, OecriaTHBIM UHTEPHET-IOCTYI B Kade, OTeNsAX U a’pornopTax sBISETCS
OTJIMYHOM BO3MOYKHOCTBIO BBIXO/a B UHTEpHET. HO MHOTHE 3KCIIEPTHI CYUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He sSIBISIOTCS O€3011aCHBIMH.

Cogertsl 110 6e30macHOCTH paboThI B 00mIe0cTymHBIX ceTsix Wi-fi:

1. He mepenapaii cBoro nuHyto nHGoOpMarnuio yepe3 odmenoctymabie Wi-Fi
cetu. PaboTas B HUX, JKeJIaTeJIbHO HE BBOJAUTH MapOJIv JAOCTYIIA, JIOTUHBI U KaKue-
TO HOMEpA;

2. Vicionp3yit 1 OOHOBIIANM aHTUBUPYCHBIE IpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb Ce0s1 OT 3aKaYyKH BUpPyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnonb3zoBanuu Wi-Fi otkimoun ¢pyskmuto "OO0muit 10CTyn K daitiam
u npuntepam". JlanHas QyHKIMS 3aKphpITa O YMOJTYAHHUIO, OJHAKO HEKOTOPHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBa UCIIOJIb30BaHus B paboTe win yueoe;

4., He wucnonw3yit nyOmuunbii WI-FI nms mepenaum JUYHBIX JaHHBIX,
HaIrpuMep ISl BBIXO/Ia B COLIMANIBHBIE CETH WM B AJIEKTPOHHYIO MOYTY;

5. Ucnonw3yit Tonbko 3amuineHHoe coeaunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-anpeca BBoAM UMeHHO "https://";

6. B moOwisHOM Tenedone orkmounm ¢ynkunuto "Tlomkmrouenune k Wi-Fi
apTomatnuecku'". He nomyckali aBTOMAaTHYECKOTO MOAKIIOYEHHUS] YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CormanbHbie ceTH

CouuasibHbIe CETHU aKTUBHO BXOJIAT B HAIIly KW3Hb, MHOTHE JIFOAU PabOTaIOT
U KUBYT TaM IMOCTOSIHHO, a B Facebook yke 3aperucTpupoBaH MIILTHAP/T YETIOBEK,
YTO SIBJISIETCA OJHOW CEIBMOM BCEX JKUTEJEH IIaHEThl. MHOTHE MOJIb30BATENIN HE
MOHUMAIOT, YTO MHGOpMAIHs, pa3MelIeHHass MU B COIMAJIBHBIX CETAX, MOXKET
ObITh HalJleHa W WCIOJIb30BaHA K€M YTOJHO, B TOM YHCJIE HE 0053aTEIbHO C
OJlaruMu HaMEPEHUSIMU.

OCHOBHBIE COBETHI 110 0€30MMACHOCTH B COLUATIBHBIX CETSIX:

1. Orpannys cnucok apy3ei. Y Te0s B Ipy3bsixX HE JOHKHO ObITh CTyYalHbIX
1 HE3HAKOMBIX JIIOJICH;

2. 3amuuiai CBOIO YacTHYIO KM3Hb. He ykaspiBail maposu, TenaedOoHbI,
aapeca, JaTy TBOEro POXACHUA H  JAPYryH0 JUYHYI0  HHGOpMAaIHUIO.
3JI0YMBIIIUICHHUKH MOTYT HCIIOJIb30BaTh JIa)kKe HH(POPMAIHIO O TOM, KaK Thl U TBOU
POAUTENH TUTAHUPYETE MPOBECTH KAHUKYJIBI;

3. 3amuinai cBOIO pemyTaluIo - IEP’KHU €€ B YUCTOTE U 3a]1aBaii cebe BOIpoc:
XO0TeJ OBbI THI, YTOOBI IPYTHE MOTH30BATEIN BUICIH, UTO ThI 3arpyxaenisb? [Togymait,
MPEXJIe YEM UTO-TO OMyOJIMKOBATh, HANMCATh U 3arPy3UTh;

4. Ecnu Thl TOBOPUIIB C JIFOABMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIB3YH CBOE
peanbHOE MMS U JIPYTYIO JUYHYIO WH(OpMAIUU: UMs, MECTO KUTEIIbCTBA, MECTO
yueObl U TIpoUee;



5. N36erait pasmemienus ¢ororpaduii B MaTepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, [0 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIOJIOKEHHE;

6. I[lpu peructparii B COIHMAIBHONH CETH HEOOXOIMMO HCIOJIb30BaTh
CJIO’KHBIE TTAPOJIH, COCTOSAIINE U3 OYKB U HU(]P U ¢ KOJTMYECTBOM 3HAKOB HE MEHEE
8;

7. Jlns couumanbHOM CETH, TOYTHl W JIPYyrUX CaWTOB HEOOXOAMMO
UCII0JIb30BaTh pa3Hble maposu. Toraa eciau Te0s B3JIOMAIOT, TO 3JI0YMbBIIUICHHUKA
MOJIy4aT JOCTYI TOJBKO K OTHOMY MECTY, @ HE BO BCE Cpa3y.

DJIEKTPOHHBIC IEHBI'U

DNEeKTPOHHBIE JIEHBIH - 3TO OYEHb YAOOHBIN CHOCOO IUIaTeXel, OJIHAKO
CYILIECTBYIOT MOIIIEHHUKU, KOTOPBIE XOTAT MOJYUYUTh 3T JICHBIH.

DNEeKTPOHHBIE JICHBI'W MOSIBUIIMCH COBCEM HEJABHO U UMEHHO U3-3a 3TOTO BO
MHOTHX FOCyAapCcTBax 10 CHX MOP HE MPOMMUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM PYHKIIMOHUPYIOT U O HUX YKe MPOIMKUCAHO B 3aKOHE, T1I€ UX
pPa3aeNsOT Ha HECKOJBKO BHUJIOB - AHOHMMHBIE U HE aHOHMMHBbIE. Pa3Huna B TOM,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss MPOBOJIUTH omepanuu 0e3
uJeHTU(GUKAIIMY TT0JIb30BATENs], @ B HEAHOHUMHBIX MJICHTU(DUKAIIMS TOJIB30BaTels
SBIIIETCS 0053aTEILHOM.

Taxke criemyeT pas3idyaTh DJJIEKTPOHHBIE (QUATHBIE JCHBIH (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCyapCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI 110 0€30MaCHON pabOTE € AIEKTPOHHBIMU JIEHbIraMHU:

1. TTpuBsku K cueTy MOOUIIBHBIN TenedoH. ITo caMblil yTOOHBIN U OBICTPBIN
Croco0 BOCCTAaHOBUTH AOCTYN K cuery. lIpuBsizanHblii TenedoH MOMOXKET, €CH
3a0yJenib CBOM IUIATEXKHBIM Mapoib WIM 3aiiiclllb Ha CalT ¢ HE3HAKOMOIO
YCTPOMCTBA,

2. Wcnone3yii onmHopa3oBbeie maponu. l[locne mepexona Ha yCHICHHYIO
aBTOpu3aIuio Tebe yke He OylneT yrpokaTh OMACHOCTh KPakKH WJIM TepexBaTa
MJIATEKHOTO MaPOJIs;

3. Boibepu cnoxubiii mapons. [IpectynmHukam Oyner HE TPOCTO yraaarthb
CJI0>KHBIN mapoJib. HajexxHpie napoii - 3TO Mapoiu, KOTOPbIE COAEPKAT HE MEHEE
8 3HaKOB W BKIIFOYAIOT B C€0SI CTPOYHBIE M MIPONUCHBIC OYKBBI, ITU(PBI K HECKOJIBKO
CUMBOJIOB, TaKM€ KaK 3HaK JoJiiapa, (QyHTa, BOCKIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMUHBIE JJAHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.

DJIEKTPOHHAs TT0YTa

DJIEKTPOHHAS OYTa - 3TO TEXHOJOTHS U MPENOCTABISIEMBIE €10 YCIYTH IO
NEPECHUIKE U MOJTYUYEHUIO IEKTPOHHBIX COOOUIEHUHN, KOTOPbIE paclpeAeIsitoTCs B
KOMIbIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM IMOYTOBBI SITUK  BBITJISIUAT
CJIEIYIONTUM 00pa3oM: UMS_TOJIB30BATENA(@WUMS_ToMeHa. Takke KpoMe Tepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe1aBaTh (paiiiibl.

OCHOBHBIE COBETHI 110 O0€30MacHOM padoTe ¢ AJIESKTPOHHON ITOYTOM:

1. Hago BbIOpaTh NpaBUIBLHBIA TIOYTOBBIA CepBUC. B HHTEpHETE €CTh
OTPOMHBIN BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JYUIIE JOBEPATH TEM,
KOTO 3HAEIIb U KTO NIEPBbIA B PEUTUHTE;

2. He yka3piBaii B TUUHOM mouTe JuuHyto uHopManuto. Hanpumep, myurine
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nau "pok2013" BmecTo "temal3";



3. Mcnonp3yil NBYXA3TalmHyH aBTOPHU3ALMIO. DTO KOTJa MOMUMO MapoJisi
HY’KHO BBOJUTH KOJ, MpUChUIaeMblid 10 SMS;

4. BeiOepu CIIOXKHBIN Mapostb. [[j1s1 Ka)Xa0ro moYTOBOTO SAMIMKA JOHKEH OBITh
CBOM HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTh BO3MOMKHOCTh HamucaTb CaMOMYy CBOW JIMYHBIA BOIPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Hcmonb3yil HECKOJBKO TIMOYTOBBIX SIIMKOB. IlepBBIi j1s dYacTHOM
MEPEINCKU C aIpecaTamMu, KOTOPBIM Thl JOBEPSCIIb. JTO AJIEKTPOHHBIN aapec He
HAJI0 UCTIOIB30BATh MIPU PETUCTPAIIMHN Ha OopyMax U calTax;

7. He oTkpsiBail Qaitiibl U Apyrue BIOKEHHS B MUCbMaX, JaXKe €CJIU OHHU
NPUILUIA OT TBOUX Apy3el. Jlydllle yTOUHM y HUX, OTIPABJSUIM JIM OHH TEOE 3TH
daitner,

8. Ilocne oxoHuaHus pabOTHI Ha TMOYTOBOM CEpPBHCE TeEpel 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BoidTu".

KubepOymiiHT niau BUPTyaJIbHOE U3/1€BATEIHCTBO

KubepOymauHr -  mpeciieJoBaHME  COOOIIEHUSIMH,  COAEpX AWMU
OCKOpOJIeHMS, arpeccuio, 3aIlyTMBaHNUE; XYJIUTAHCTBO; COIMATIbHOE
OOMKOTHUPOBAHUE C MOMOILIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPHOE € KMOEPOYILTUHTOM:

1. He Opocaiics B 60#. Jlyumuii crioco0: mOCOBETOBATHCS Kak ce0sl BECTH H,
€ClIi HEeT TOro, K KOMy MOKHO OOpaTHTbCs, TO BHadajle YCIOKOUTbCA. Ecimu Thl
HAYHELIb OTBEYaThb OCKOPOJEHMSIMHM Ha OCKOPOJIEHUS, TO TOJBKO ele Ooublie
Pa30AOKeIb KOH(IJIHUKT;

2. YTipaBIisiii cCBoeH KuOepperyTaruei;

3. AHOHUMHOCTh B ceTH MHHUMas. CylecTBYIOT CIIOCOOBI BBISCHUTBH, KTO
CTOMT 3a AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJNHMraHCKUN oOpa3 BUPTyalbHOM >ku3HU. MHTEepHeT
(buKcUpyeT Bce TBOM JEUCTBHS M COXpaHSET UX. YJIUTh UX OyIeT KpaiiHe
3aTPyIHUTEIIBHO;

5. ColOroait CBOIO BUPTYAIBHYIO YECTh CMOJIONY;

6. Urnopupyit enunuunbiii HeratuB. OIHOpPa30BbIE OCKOPOUTEIHHBIC
COOOIICHHMS JTy4lIe UTHOPUPOBaTh. OOBIYHO arpeccusi NpeKpallaeTcs Ha HayaabHOU
CTa/INH;

7. ban arpeccopa. B mporpammax oOMeHa MrHOBEHHBIMH COOOIICHUSIMU, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIECHUN C
ONPENIEIICHHBIX aJPECOB;

8. Ecnu Tb1 cBUzeTens kubepOymuHra. TBoW AEMCTBUSA: BBICTYIIUTh MPOTUB
npecieaoBaTens, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
HoJIepKaTh KEPTBY, KOTOPOW HY)KHA IICHXOJIOTUYECKasi IMOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MoO6unbHBIHN TenedoH

CoBpemeHHbIe cMapT(HOHBI U IJIAHIIETHI COACPKAT B ce0e BIOJIHE B3POCIIbIN
(GyHKIIMOHAN, W TEHepb OHU MOTYT KOHKYpPHpPOBaThb CO CTAallMOHAPHBIMU
KoMmnbpioTepamu. OHAKO, CPEACTB 3aLUTHI 7S MOJAOOHBIX YCTPOMCTB MOKAa OYEHb
Masio. TecTupOBaHUE U MOUCK YA3BUMOCTEN B HUX IPOUCXOJUT HE TAK UHTEHCHUBHO,
kak i [1K, o ke camoe kacaeTcsi 1 MOOUJIbHBIX MTPUIIOKEHUH.



CoBpeMeHHbIE MOOWIIbHBIE Opay3epbl YK€ TMPAKTUYECKH JIOTHAIU
HACTOJIbHBIE AHAJIOTH, OJHAKO pacuIupeHue (QyHKIMOHAJIa BIEYET 3a COoOOoM
OOJIBUIYIO CJI0KHOCTb M MEHBIIYIO 3aIUIIEHHOCTb.

Jlanieko He Bce MPOU3BOIUTENN BBIMYCKAIOT OOHOBIEHUS, 3aKPBIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH ISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI JJIs1 0€30MTaCHOCTH MOOMIILHOTO TeedoHa:

Huuero He sBiseTcsl mo-HacTosinieMy OecIlaTHBIM. Bynib 0CTOpOXEH, BEIb
Korjia Tebe mpeasiaratoT OecIjIaTHbIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IUJIATHBIE YCITYTH;

Hymaii, npexxae yem otnpaBuTh SMS, ¢oto wim Buaeo. Thl TOUHO 3HAEIID,
r7ie OHU OyJyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBISTH ONEPAIMOHHYIO CHCTEMY TBOETo cMapT(doHa;

Hcnonb3yil aHTUBUPYCHBIE TPOrPAMMBI JJIsI MOOUITBHBIX TE€IE(OHOB;

He 3arpyxail npuiaoxeHus OT HEU3BECTHOTO MCTOYHHMKA, BEIb OHH MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOTrpaMMHOE O0ECIICUECHHUE;

[Tocne Toro kKak Thl BEIMACIIB C CaidTa, T/i€ BBOAWI JIUYHYIO HH(POPMAIIHIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[leproguyecku npoBepsiii, KAKKE MIATHBIE YCIYTH AKTUBUPOBAHbI HA TBOEM
HOMeEpE;

JlaBaii cBOll HOMEp MOOMJIBHOTO TeJIe(OHA TOJBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JI0BEPSCIIb;

Bluetooth momkeH OBITH BBIKIIFOUEH, KOT/Ia THI UM HE MOJb3yembes. He
3a0bIBail MHOTIa TPOBEPATH 3TO.

Online urpsr

CoBpeMEeHHbIE  OHJIAWH-UTPBl - 3TO KPACOYHbIE, 3aXBAThIBAIOIIME
pa3BiieueHus, OOBEAUHSIONIME COTHHU ThICSY YEJNOBEK MO BceMy mupy. Mrpoku
UCCJENYIOT JaHHBIA UM MHp, OOIIAIOTCSA OPYr C JIPYroM, BBINOJHSIOT 33JaHus,
CPaKaIOTCSI C MOHCTPAMHM W TIOJyYalOT OMNBIT. 3a YAOBOJLCTBUE OHHU IUIATAT:
MOKYMNAaloT JUCK, OTNIAYMBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OILIMH.

Bce aTu cpenctBa uayT Ha mojaJiepKaHUe U Pa3BUTHE UTPbI, @ TAKXKE HA caMy
0€30MMacCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbl aBTOPU3ALMH, BBITYCKAIOTCS HOBBIE
naTyu (Mu@poBbIe 3aMIaTKU ISl POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nono06HbIX Urpax CTOUT omacaTbCs HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO
KpaXky TBOETO MapoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIMU OOJIBIIIMHCTBA
urp.

OcHOBHBIE COBETHI 110 0€30MACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroii urpok BeneT ceOsl MI0X0 WK CO3/1aeT TeOe HEMPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;

2. [Toxkamyiics aIMUHUCTPATOPAM UTPHI HA TUIOX0E TTOBEACHHUE STOTO UTPOKA,
YKEJATEIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3zbiBaii 1uunyto uHdopmaiuio B mpodaiisie urpsi;

4. YBaxkail [pyrux y4aCTHHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(huImaabHbIE MATYX U MOJIBI;

6. Mcnionb3yii c10KHBIE U pa3Hble NapoJIu;

7. Jlaxke BO BpeMs UTPbI HE CTOUT OTKJIF0UaTh aHTUBUpYC. [loka Thl urpaenis,
TBOW KOMIIBIOTEP MOTYT 3apa3uUTh.

@UIIMHT WK Kpa)ka JINYHBIX TaHHBIX



OOBIYHOM KpaXKkel JeHer U JOKYMEHTOB CErOAHS YK€ HUKOIO HE YJMBHIIIb,
HO C pPa3BUTHEM HWHTEPHET-TEXHOJOTUH 3J0YMBIIUIEHHUKH IEPEMECTUIIUCH B
UHTEPHET, U MPOJOJKAIOT 3aHUMAThCS " MIOOMMBIM" IEIOM.

Tak mosiBUIIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUILIUHT,
TJIaBHAsg 1eJb KOTOPOTO COCTOUT B TMOJMYYCHUH KOH(PUACHUIMAIBHBIX JTaHHBIX
TI0JIb30BATEJICH - IOTMHOB U mapoJiei. Ha anrmuiickoM si3bike phishing uurtaercs kak
¢bumumHr (ot fishing - peiOHast 10BJIA, password - apoJib).

OcHOBHBIE COBETHI 10 0OpHOE € (PUIITHHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciau Thl momo3peBaelib, 4TO TBOS aHKETa
ObL1a B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKUPOBATH €€ M COOOIIUTH aIMUHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpEe;

2. Ucnionw3yit Ge3omacHbie BeO-CaliThl, B TOM YUCJIE, MHTEPHET-MAara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Wcnonp3yil cinoxkHble W paszHble mapoiu. Takum oOpasom, ecnu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA MOJy4aT AOCTYI TOJBKO K OJIHOMY TBOEMY
npouUIII0 B CETH, a HE KO BCEM;

4. Eciu TeOs B3JIOMaad, TO HEOOXOAUMO MPEayHNpeAuTh BCEX CBOUX
3HAKOMBIX, KOTOPbIE 10OABJIEHbI y T€0S B JIpYy3bAX, O TOM, YTO Te€Os B3JIOMAIH U,
BO3MO>KHO, OT TBOETO UMEHH OYIET pacchlIaThCs CllaM U CChUIKM Ha (PUIIMHTOBBIE
CaMTBhI;

5. Ycranou HanexHbIi napois (PIN) Ha MOOMITBHEIH TenedoH;

6. OTkiTI0OUM coOXpaHEHUE MapoJist B Opaysepe;

7. He oTkpsiBail Qailnbl U Apyrue BIOXKEHHS B MUChbMaXx, JAXe €CIM OHU
NPUILIM OT TBOUX Apy3el. Jlydille yTOuHM y HUX, OTIPABJSUIM JIU OHU TeOE 3TH
(aiinbl.

[udposas pemyrarus

[Mudposas penyTarus - 3T0 HEraTUBHAS UITU MO3UTUBHAS UH(DOpPMALUs B CETU
o Tebe. Komnpomerupytomas uHdopMaius, pa3MeIIeHHass B UHTEPHETE, MOXKET
CEpbEe3HbIM 00pa30M OTpPa3UThCA Ha TBOEW peanbHON ku3HU. "Lludposas
penyTtanus" - 3T0 TBOW UMUK, KOTOPbII (popmupyercsa u3 uHdopmanuu o tede B
VUHTEPHETE.

TBoe MecTO KUTEIbCTBA, Y4eObl, TBOE (PUHAHCOBOE IIOJIOKECHHE,
0COOCHHOCTH XapaKTepa M paccKasbl O OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue NoApPOCTKH JIETKOMBICIEHHO OTHOCATCSA K MyOJMKAaIMHM JMYHOM
uHpopmaruu B MHTEpHETE, HE OHMMAsT BO3MOXKHBIX MOCHENCTBUMA. ThI Jaxke HE
CMOXKeIIb OTafaThcsl O TOM, 4TO ororpadusi, pa3MelleHHas 5 JeT Ha3al, craja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KomMmmenTtapuu, pazmenienie TBoux ¢oTtorpaguii U apyrue AeUCcTBUS MOTYT
HE UCYE3HYTh JIaXe MOCIIe TOT0, KaK Thl UX YJAlHIb. Thl HE 3HACIllb, KTO COXPaHUII
3Ty MH(OpMaIHIO, ToNaja Jid OHa B TOMCKOBBIE CUCTEMBI U COXPAHUIIACH JIM OHA, a
IJIaBHOE: YTO MOJIYyMAaroT O TeOe OKpY)Karollue JIFOIU, KOTOPble HAaWAYT U yBUISAT
sT0. Haiitn mHpOpMaIMI0 MHOTO JIET CIYCTS CMOXET JI000H - Kak U3 JTOOphIX
noOy>KJIeHUH, TaK ¥ C HAMEPEHUEM MPUUUHUTD BPel. DTO MOKET ObITh KTO YTOIHO.

OcCHOBHBIE COBETHI IO 3aIUTe HU(POBON permyTaIiu:

1. Tlogymaii, mpesxae 4eM 4To-TO MyOJUKOBaTh U MepeaaBaTh y ceds B 6yore
WA B COIIMATIBHOM CETH;



2. B nactpoiikax npo¢uisi yCTaHOBM OrPAaHUYEHHS] HA MPOCMOTP TBOETO
pouIIs ¥ €ro COACPKUMOTO, CACNIAN eT0 TOIBKO "1JIs Apy3en';

3. He pa3memaii u He yKa3bpiBail HH(POPMAIIHIO, KOTOPasi MOXET KOT0-JIH00
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE MpaBo

CoBpeMEHHbIE UIKOJBHUKM - AKTHUBHBIE IOJIb30BAaTENN  IU(GPOBOTO
npoctpaHcTBa. OJHAaKO [ajleKko HE BCE 3HAIOT, YTO I0JIb30BAHHE MHOTUMU
BO3MOXHOCTSIMU  LM(ppoBoro  Mupa  TpeOyeT  coONoIeHHs TpaB  Ha
WHTEJUIEKTYalIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTENIEKTyallbHasi COOCTBEHHOCTH" OTHOCUTCS K pa3lIMYHBIM
TBOPEHUSIM YEJIOBEYECKOTO YMa, HauyMHas C HOBBIX HM300pETEHUN U 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh Ha MPOJIYKTHI M YCIYTH, U 3aKaHUYMBasi KHUTAMH,
doTorpapusMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa - 3TO NpaBa HAa HHTEJUIEKTyaJbHYI0O COOCTBEHHOCTb Ha
IIPOU3BEICHUS HAYKH, JIUTEPATYypbl U UCKYCCTBAa. ABTOPCKME ITpaBa BHICTYIMAIOT B
KAueCTBE TapaHTHH TOTO, YTO HMHTEIUIEKTYaJIbHBIN/TBOPUECKHM TpyJl aBTOpa HE
OyZeT HampacHbIM, JAacT €My CIpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpPyAa, MOJYYUTh W3BECTHOCTh M Tpu3HaHue. Hukro 06e3
paspemieHuss  aBTOpa HE  MOXET  BOCIHPOHU3BOAMTH €r0  IPOU3BEACHHE,
pacnpocTpaHsiTh, MyOJUYHO JEMOHCTPUPOBATh, IpOJABaTh, HMIIOPTHUPOBATH,
nycKaTb B IPOKAaT, MyOJIMYHO HCIOJNHSTH, MMOKA3bIBATH/UCHONIHATE B 3(Upe WU
pasmerars B MIHTEpHETE.

Hcnonp3oBanue '"muparckoro" MpPOrpaMMHOTO  OOECIEYEHHUST  MOXKET
IPUBECTH K MHOTMM pHCKaMm: OT MOTEpPH JAaHHBIX K TBOMM aKKayHTaM 0
OJIOKMPOBKU TBOETO YCTPOMCTBa, IJie YCTAaHOBJICHA HeJeTralibHas mporpamma. He
CTOMUT TaKXe 3a0bIBaTh, YTO CYIIECTBYIOT JIETAJbHbIE M OECIUIATHBIE IPOTrPaMMBI,
KOTOPbIE MOKHO HATH B CETH.

O mnoptane CereBu4oK.pd - TBOU TJIaBHBIA COBETYMK B CETH. 3/1€Ch ThI
MOJKEUIb Y3HaTh O OE30MACHOCTH B CETH MOHATHBIM M JTOCTYIHBIM SI3BIKOM, a IpU
BO3HUKHOBEHUU KPUTUUYECKOW CUTYyallul 0OPaTUTHCS 32 COBETOM. A TaKKe MPUHSITh
ydacTue B KOHKYpCaxX U CTaTh CaMbIM LIU(PPOBBIM IrpakAaHUHOM!

Hupexkrop MAOY rumuazun Ne4( ['.H. Ky3pmuHa
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