Hpuinoxenue Ne2. UndpopmManmoHHas NaMATKA ISl 00yYAOIIMXCH I
pa3zMewieHus Ha opuunaabHbIXx UHTEpHET-pecypcax

C KaxIbIM roJIOM MOJIOJIC)KUA B MHTEPHETE CTAHOBUTHCS OOJIBINE, a IIIKOJILHUKH OJTHU W3
CaMbIX AaKTHBHBIX ITOJb30BaTenel Pynera. Mexay TeM, NOMHUMO OTPOMHOIO KOJHMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOIeMbl. DTa MaMsATKa J0JDKHA MOMOYb Tebe 0e30MacHo
HaXOJIUTHCS B CECTH.

Komnvromepnule supycoi

KomneroTepHslil BUpyC — 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrPaAMM, OTIIMYATEIbHON
O0COOEHHOCTBIO KOTOPOHl SIBJIIETCSI CIIOCOOHOCTh K PAa3sMHOXKEHHIO. B nononHeHune k 3ToMmy,
BHUPYCHI MOT'YT OBPEUTH UJIU MOJTHOCTHIO YHUUTOXUTH BCE (Daiiiibl U TaHHBIE, TOJKOHTPOJIbHbBIE
10JIb30BATENI0, OT UMEHHU KOTOPOTO ObLIA 3allyllieHa 3apakEHHAs IPOrPaMMa, a TAKKe IOBPEIUTh
WM JJa)Ke YHUUYTOXKUTh OINEPAMOHHYIO CUCTEMY €O BceMHM (paiimamu B 1eiaoM. B GonblinHCTBE
CIIy4aeB pacIpOCTPAHAIOTCA BUPYCHI YEPE3 UHTEPHET.

MeTopl 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Vcnonb3yii COBpEMEHHBIE OTIEPAIIMOHHBIE CHCTEMBI, UMEIOITNE CEPhE3IHBIA YPOBEHB
3aIUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. TloctossHHO ycTaHaBiuBaid mauTu (IUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIUBAIOTCS C IENBI0 TOPAOOTKHA MPOTPAMMBI) W JIPYrue OOHOBIICHHSI CBOEH
omnepanroHHo cucteMbl. CKaunBai MX TOJBKO ¢ O(UIIMAIBHOTO caiiTa pa3padoTunKa
OC. Ecnu cymiecTByeT peKMM aBTOMATHYECKOTO OOHOBJICHUS, BKIIFOUH €T0;

3. PaoTaif Ha cBOeM KOMIIbIOTEpE O]l paBaMU MOJIb30BATENsl, a HE aIMUHUCTpATOpPA.
3T0 HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOTrPaMM MHCTAJUTMPOBATHCS Ha TBOEM
MEepPCOHAIBLHOM KOMIBIOTEPE;

4. Vcnonp3yil aHTUBHPYCHBIE MTPOTPAMMHBIE MPOJYKTHl U3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTU4YECKUM OOHOBIIEHHEM 0a3;

5. Orpanuub (pU3HYECKUI AOCTYI K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIMIL;

6. Hcnonb3yil BHENIHUE HOCUTEIN UHPOPMAIINH, TaKue Kak (uielika, IMcK uin (ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He otkpeiBail koMmmblOTepHbIE (ailyibl, MOJydeHHbIE U3 HEHAAEKHBIX HMCTOYHUKOB.
Jlaxxe Te (ailyibl, KOTOpBIE MpHUCIaT TBOW 3HAKOMBIA. Jlydie yTOYHHM Yy HeEro,
OTMPABJISUI JIK OH TeOe uX.

Cemu WI-FI

Wi-Fi - 310 He BuJ epeaun JaHHBIX, HE TEXHOJIOT s, a BCEro JIUIIb OpeHs, Mapka. Erie
B 1991 rogy Hunepnanackas kommanus 3apeructpupoana openn « WECAy», uro o6o3Hayano
cioBocouetanue « Wireless Fidelity», koTopblif mepeBoanTCs Kak «O6eCcpoBOIHASI TOUHOCThY.

Jlo Hamiero BpeMeHHM Joluia Jpyras abOpeBuarypa, KOTOpas SBISETCS TakoW xe
TexHoJioruei. 9to abopeBuatypa « Wi-Fi». Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHAApT
BbIcIINi 3ByKOBOM TexHuKH Hi-Fi, uTo B mepeBojie 03HauaeT «BBICOKAs TOUHOCTHY.

I[a, OecrIaTHBIN HHTCPHET-AOCTYII B Ka(l)e, OTCJKIX U ad3pomnopTax SABJIACTCA OTJIMYHOM
BO3MOKHOCTBIO BbIXOJld B UHTCPHCT. Ho mHoOrme OKCIICPThI CYUTAKOT, YTO O6IJ_IC,Z[OCTyHHLIC Wi-Fi

CETHU HE SBJISIOTCS 0€30IaCHBIMH.

Cosetsl 10 Oe30macHOCTH padoTre B 00mmeaocTynHbIX ceTsax Wi-fi:
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He mepenaBaii cBoro nuuHyro uH(popManui udepe3 obmenoctymnueie Wi-Fi certn.
PaboTas B HUX, JKeJaTeIbHO HE BBOJUTH MAPOJIH JI0CTYIIA, JOTHHBI M KAKHe-TO HOMEpa;
Hcnonb3yit 1 0OHOBIISI aHTHUBUPYCHBIE MPOTrpaMMBbl U Opanamayep. Tem cambIM Th
obe3omacuirb ce0s OT 3aKaYKu BUPYyCa HA TBOE YCTPOICTBO;

IMpu wucnons3oBanuu Wi-Fi otkiroun dynkiuio «OOmuit noctyn k daitiam u
npuHTtepam». JlaHHas QYHKUMS 3aKpbiTa IO YMOJYAaHHUIO, OJIHAKO HEKOTOpbIE
MOJIL30BATEIN AKTUBUPYIOT €€ /ISl yA00CTBa UCTIONIb30BaHus B paboTe mim ydeoe;

He ucnons3yit nyomuuneiii WI-FI st nepenaun nUYHBIX JaHHBIX, HapuUMep s
BBIXOJIa B COI[UAJIbHBIE CETU WJIU B JIEKTPOHHYIO IIOUTY;

Wcnonb3yit Tonbko 3amuiieHHoe coeaunenue yepe3 HTTPS, a ne HTTP, T.e. npu
Habope Beb-aapeca BBOAU UMEHHO «https://»;

B wmoOunbHOM Tenepone otkmoun  pynkuuio  «[lomkmouenne k- Wi-Fi
aBToMarnueckw». He nomyckail aBTOMaTH4ECKOTO TOAKIFOYEHHS YCTPONCTBA K CETIM
Wi-Fi 6e3 TBo€rO cornacusi.

Coyuanvrvie cemu

ConuanbHble CETH aKTUBHO BXOJSIT B HaIlly KM3Hb, MHOTHE JIIOAU pabOTAIOT U KUBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apernctpupoBaH MMIUIMAp] YEJIOBEK, YTO SIBISETCS OJHOM
celbMOM BceX KHUTeNed IIaHeThl. MHOTHE NOJb30BaTeNM HE MOHUMAIOT, YyTO HH(popMaius,
pa3MenieHHasi UMU B COI[MAJIbHBIX CETAX, MOXKET ObITh Haii/leHa U UCIOJIb30BaHA KEM YrOJHO, B
TOM YHCJIE HE 00s13aTeNIbHO ¢ OJIarMK HaMEepPEHUAMHU.

OCHOBHEIE COBETEI IT0 0E30TIaCHOCTH B COoHaJIbHBIX CETAX:

1.

Orpannub CNHUCOK Jpy3ei. Y TeOst B APY3bsAX HE JOHKHO OBITh CIyYyaWHBIX W
HE3HAKOMBIX JTIOCH;

3amuiai CBOI YacTHYIO XKW3Hb. He ykaspiBail mapoisu, TenedoHBI, aapeca, IaTy
TBOETO POXACHUS M JPYryl0 JUYHYIO HH(OpManuio. 3M0YMBIIUIEHHUKH MOTYT
WCIO0JIb30BaTh JAaKe MH(OpPMAIMIO O TOM, KaK Thl U TBOU POAMUTENH IJIAaHUPYETE
MIPOBECTU KAHUKYIIBI;

3amuiiail CBOIO peryTaluio - Iep>KU €€ B UUCTOTE U 33/1aBail cede BOIpoc: XoTesd Obl
ThI, 4TOOBI APYrUe MOJB30BATENU BUICIHU, YTO Thl 3arpyxkaeuib? [lomymaii, mpexne
YeM UYTO-TO OMyOJIMKOBATh, HAITUCATh U 3arPY3UTh;

Ecnu ThI roBOpUIIIB C JTII0JIbMU, KOTOPBIX HE 3HACIIIL, HE UCTIONIb3YH CBOE PEeaIbHOE UM
U JAPYTYIO JINYHYIO HHPOPMAIUK: UMSI, MECTO KHUTEIbCTBA, MECTO YUeObl U MPOYEE;
N30berait pazmerienus potorpaduii B IHTepHETE, TIe ThI U300pa)K€H Ha MECTHOCTH,
10 KOTOPOH MOKHO OTIPEIEIUTh TBOE MECTOIOI0KECHHE;

[Ipu peructpainuu B COIMAIBHON CETH HEOOXOAUMO MCIOJIB30BaTh CI0XKHBIE MMapOIH,
cocrosiue U3 OyKB ¥ UQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

Jlyis conanbHOM CeTH, MOYTHl U JPYTrUX CAaWTOB HEOOXOAMMO HCIOIb30BaTh Pa3HbIC
naponu. Toraa ecau Te0si B3IOMAOT, TO 3JI0YMBIIUIEHHUKH MOTy4aT JOCTYI TOJBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

3ﬂ€Kmp0HHbl€ oenveu

aﬂeKTpOHHLIe ACHBI' — OTO OYCHb y,[[O6HLII>i CIoco0 HJ'IaTe)KefI, OJIHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT HNOJYYUTb 3TH JCHBI'U.

aﬂeKTpOHHLIC ACHbI'n MOSABUINCH COBCEM HCIAAaBHO M MMCHHO H3-3a 3TOI'0O BO MHOTHUX
rocydapCrBax 40 CUX IIOP HEC NPOIMCAHO IIPO HUX B 3aKOHAX.
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B Poccun sxe oHM (YHKITMOHUPYIOT U O HUX YK€ MPOTHCAHO B 3aKOHE, TJIE UX Pa3AeisaioT
Ha HECKOJIbKO BHJIOB — aHOHMMHBIC U HE aHOHMMHBbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3peniaeTcss MpOBOAUTH Omepanuu 0e3 WACHTH(PHKAIMK MOJb30BaTess, a B HE
AQHOHUMHBIX WICHTH(PHUKAINY TOJIB30BATENS ABISETCS 0053aTEIBHOM.

Taxxe crnexyer paznuyarh 3JEKTPOHHbIE (UMATHBIE NEHBIM (PaBHBI IOCYIApPCTBEHHBIM
BAJIIOTaM) U 3JIEKTPOHHbIE HE(UATHBIE AEHBIU (HE PaBHBI TOCYJAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 6€30MaCHOM pabOTEe C AMEKTPOHHBIMU JICHbIAMU:

1. TlpuBsxu K cuery MOOMIBHBINA TenedoH. DTO camblii yIOOHBIH U OBICTPBIA CIIOCOO
BOCCTaHOBUTH JOCTYN K cyery. lIpuBsi3aHHBIN TenepoH MoMoXkeT, eciu 3a0yaellb
CBOM IIJIATEKHBIN MTApPOJIb WU 3al/ICIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonb3yii onHOpasoBbie napoiid. [Tocre nepexo/ia Ha yCUIIEHHYIO aBTOPU3AIUIO TeOe
yKe He OyJIeT yrposKaTh OMACHOCTh KPAayKU WM NepexBaTa IIaTeKHOTO MapoJis;

3. Beibepu crnoxubiii maposib. IlpectymHukam Oyner HE MPOCTO yrajaTh CIOKHBIN
napoib. HanexHsle mapoau — 3To mapoJin, KOTOphIE COAepkKaT HE MEHee 8 3HaKOB U
BKJIIOUAIOT B ce0s CTPOYHBIE U MPOIMUCHBIE OYKBBI, IM(PPHl 1 HECKOJIBKO CHUMBOJIOB,
TaKKMe Kak 3HaK J1oJuiapa, GyHTa, BOCKIHUIATEIbHbIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBO/AM CBOM JIMYHBIE JIAHHBIE HA CailiTax, KOTOPbIM HE JIOBEPSECIIb.

INeKMPOHHASL noYma

DNeKTpOHHAS IMOYTa — ATO TEXHOJOTHS M MPEIOCTABISIEMBIE €10 YCIYTH 10 MEePECHUIKE 1
MOJTYYCHHUIO AJICKTPOHHBIX COOOIIEHUH, KOTOPBIE PACIPEICNISIOTCS B KOMITBIOTEPHOW CETH.
OO0OBIYHO AIEKTPOHHBIN OYTOBEIN SIIITUK BBITJIA AT CIEAYIOIIUM o0pazom:
HUMsI_TIOJTB30BATENA(@WUMS_JIOMEHA. Takke KpoMe Tepedadyd TMpPOCTOTO TEKCTa, HMEETCs
BO3MOJKHOCTB TIepe/1aBaTh (aiibl.

OCHOBHBIE COBETHI IO O€30TaCHOM PadOTE C AIEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh MpaBWIIBHBINA TIOYTOBBIN CepBUC. B HHTEpHETE €CTh OIPOMHBIN BHIOOD
OecIIaTHBIX TTOYTOBBIX CEPBHUCOB, OJHAKO JIy4IlIe JOBEPATH T€M, KOIO 3Haelllb, U KTO
MEPBBII B PEUTUHIE;

2. He yka3piBail B TUYHOW MmouTe JU4HYI0 MH(popMmaruio. Hampumep, iydire BbIOpaTh
«MY3BIKQTIbHBINA (haHaT@» uiu «pok2013» BMecTo «Temal 3y»;

3. Hcnonb3yii IBYX3TaHYIO aBTOPU3ALMIO. TO KOI'Zla IOMUMO IapoJid HY’KHO BBOJIUTh
KO/JI, MpUChLJIaeMblii o SMS;

4. BeiOepu cloxxHbI mapoiib. J[s KaxJa0ro MOYTOBOTO SIIMKA JOKEH OBITh CBOM
HaJIeXKHBIM, yCTOMUMBBINA K B3JIOMY N1apOJib;

5. Eciu ectb BO3MOXXHOCTh HANMCATh CAMOMY CBOM JIMYHBIA BOIPOC, UCIOJB3YH 3TY
BO3MOXKHOCTb;

6. Hcnosb3yil HECKOJIBKO IIOYTOBBIX SIIMKOB. lIepBbIM 171 4YacCTHOM IMEPENUCKU C
ajgpecataMH, KOTOPBIM Tbl JOBEpsi€llb. OJTO JJIEKTPOHHBIA aapec He HaIo
WCIOJIb30BaTh MIPH PErUCTpaluu Ha popyMax u caifTax;

7. He oTkpsiBail (haitiibl U qpyrue BIOKEHHsI B TMChMAaX JIaXKe €CIIM OHU MPUILLIIN OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUTH JIM OHU TeOe 3TH (aiiibl,

8. Tlocne oxoHuaHust pabOTHI HA TIOYTOBOM CEPBHCE MEPE 3aKPHITHEM BKIAJKHU C CAUTOM
He 3a0y1p HaKaTh Ha «BeIATHY.
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Ku6€D6VJZJZuH2 UIU BUPMYATbHOE U30C8AMEAbCHIBO

KubepOymnuHr — TmpecieoBaHue COOOIICHUSIMH, COJSPKAIUMH  OCKOPOJICHUS,
arpeccuio, 3alyruBaHKe; XyJIUTaHCTBO; COIMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO PA3IUUHBIX
HHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1.

He Opocaiics B 60ii. JIyummii crmoco6: MOCOBETOBATHCS Kak ce0sl BECTH M, €CITU HET
TOr0, K KOMY MOXHO OOpaTUThCS, TO BHayajle YCHOKOUThCA. Eciu Thl HayHelIb
0TBEYAaTh OCKOPOJICHUSIMH Ha OCKOPOJEHHsS, TO TOJIBKO €IIe OOJIbIIE Pa30XkIKellb
KOH(DITUKT;

VYnpasinsii cBoeil kubeppenyranuei;

AHOHMMHOCTH B ceTd MHHMas. CyIIecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHMMHBIM aKKayHTOM;

He crout Bectn xynuranckuii o0pa3 BupTyanbHOi ku3Hu. HTEpHET hukcupyer Bce
TBOU JICHCTBUS U COXPAHSET UX. Y IaJTUTh UX OyAET KpailHe 3aTpyTHUTEIBHO;
Colmroaii cBOI BUPTYATBHYIO YECTh CMOJIOY;

Urnopupyit equHuuHbIi Heratus. OHOpPa30Bble OCKOPOUTEIbHBIE COOOILIECHHS JTy4Ille
urHopupoBaTh. OObIUHO arpeccus MpeKpaiaeTcs Ha Ha4yaJlbHOM CTauH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COIHATBHBIX
CeTSIX €CTh BO3MOKHOCTH OJIOKHPOBKH OTIPABKU COOOIIEHUH C OMNpeeNeHHbIX
aJpecoB;

Eciu Te1 cBumerens kubepOymivHra. TBoum faelCTBUA: BBICTYNHTH IMPOTHB
[pecieioBarels, IOKa3aTb €My, YTO €ro JAEWCTBUS OLEHHUBAIOTCA HEraTUBHO,
MOJJIEpKaTh KEPTBY, KOTOPOM HYXKHa ICUXOJOrHYecKas IOMOIlb, COOOUIUTH
B3POCIIBIM O (DaKTe arpecCUBHOTO MOBEJCHHUS B CETH.

Mobunvuviti menedon

CoBpemeHHbIe cMapT(OHBI U TUIAHLIETHI COJIEPKaT B ce0e BIIOTHE B3POCIbINA (PYHKIIMOHAI,
U Ternepb OHM MOTYT KOHKYPHPOBaTh CO CTAallMOHAPHBIMU KoMIbloTepamu. OJHaKo, Cpe/icTB
3alUTHI J1s TOJOOHBIX YCTPOMCTB MOKA 0YeHb Masio. TeCTUPOBAaHUE U MOUCK YA3BUMOCTEH B HUX
MIPOUCXOIUT HE TaK MHTEHCUBHO, Kak Jutst [1K, To jxe camoe kacaeTrcs 1 MOOUITBHBIX MPUIIOKEHUI.

CoBpemeHHbIE MOOMIIbHBIE Opay3epbl yXKe MPaKTUYECKU JOTHAIM HACTOJbHBIE aHAJIOTH,
OJIHAKO pacmmpeHue (yHKIMOHANa Ble4eT 3a co00il OOMNBIIYI0 CIOKHOCTh U MEHBIIYIO
3aIlUIIEHHOCTb.

Jlaneko He BCe MPOU3BOAUTENH BBITYCKAIOT OOHOBIEHHS, 3aKPHIBAIOIINE KPUTHUUYECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOMIIBHOTO Tene(bOHa:

1.

vk w

Huuero He siBiseTcs no-HacToseMy OecriaTHbIM. By ocToposkeH, Beab Koraa Tebe
IpeularaloT OecIulaTHBIH KOHTEHT, B HEM MOTYT OBITh CKpBITBI KaKMe-TO IUIaTHBIE
yCIIyTH;

Hymaii, npexe yem oTnpaBuTh SMS, ¢oTo mwin Bujaeo. Thl TOUHO 3HAEIIb, 1€ OHU
OyAyT B KOHEYHOM UTOTE?

Heo0x011M0 0OHOBIIATE OMEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBI 11 MOOWJIBHBIX TeNe(OHOB;

He 3arpyxail npuioxeHns OT HEU3BECTHOIO MCTOYHMKA, BEJb OHU MOTYT COAEPKaTh
BPEJOHOCHOE NIPOrpaMMHOE 00ECHIEUCHHUE;

ITocne Toro Kak Thl BBIWJEIIL C caiiTa, I'/ie BBOJWII JHMUHYIO HHPOPMAINIO, 3ali1 B
HacTpoiiku Opay3epa u yaanu cookies;

[leprouuecku MpoBepsAl Kakue MJIaTHBIE YCIIYTH aKTUBUPOBaHbI HA TBOEM HOMEDE;
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8. JaBaii cBoii HOMEp MOOMIBHOTO Teie(oHa TOJBKO JIIOJSAM, KOTOPBIX Thl 3HACUIb U
KOMY JI0BEpsICIIb;

9. Bluetooth momkeH OBITH BBIKJIIOUEH, KOTJIa ThI UM HE MOJb3yelibcs. He 3a0biBait
WHOT/Ia IPOBEPSATH 3TO.

Online uepul

CoBpeMeHHbIE OHJAMH-UTPBl — 3TO KpacOYHbIE, 3aXBaThIBAIOUIUE pa3BJICUYCHUS,
00BETMHSIOIINE COTHU THICSY YEJIOBEK 0 BCceMy MHpY. Vrpoku MccienyroT NaHHBIH UM MHUD,
00MIAI0TCS IPYT C IPYTrOM, BBITIOJHSIOT 33/IaHUS, CPAKAIOTCSA C MOHCTPAMH H MOJYYarOT OTIBIT. 32
YI0BOJIBCTBHE OHHU IIATAT: MOKYIAOT JUCK, OMJIAUYMBalOT aDOHEMEHT WM NMPUOOPETAIOT KaKue-
TO OIIIMH.

Bce a1t cpenctBa uMayr Ha MOJJEp)KaHWE M pa3BUTHE WIPbl, a TaKXKe Ha camy
0€30MaCHOCTb: COBEPIIEHCTBYIOTCS CHCTEMBI aBTOPHU3AIMH, BBIYCKAIOTCS HOBBIE MaT4H
(1M dpoBkIe 3amIaTKy Ui IPOrpaMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nmopo6HBIX Urpax CTOUT Oomacatbcs HE CTOJBKO CBOMX COTNEPHUKOB, CKOJBKO KpasKu
TBOETO NapoJisd, Ha KOTOPOM OCHOBaHa CUCTEMA aBTOPU3ALMK OOJIBIINHCTBA UTD.

OCHOBHBIE COBETHI 110 OE30MaCHOCTH TBOETO UTPOBOTO aKKayHTA!

1. Ecnum npyroii urpok BeneT ce0s MmiaoxXo WK co3AaeT Tede HeNPUATHOCTH, 3a0I0KUpYH
€r0 B CITUCKE WUT'POKOB;

[loxanmyiics agMUHUCTpaTOpaM UIPhl Ha IUIOXO€ TIOBEACHHE 3TOT0 UrpoOKa,
JKeJaTelbHO MPUIIOKUThH KaKHe-TO I0Ka3aTelbCTBa B BUJI€ CKPUHILIOTOB;

He ykaspiBait inunyro nHGopManuio B mpodaiisie urpel;

VYBaxall Ipyrux y4acTHUKOB IO UTPE;

He ycranaBnuBaii HeopuIraIbHBIC TTATYH ¥ MO/IBI,

Hcnonb3yit C10KHBIE U pa3HbIE TAPOJIH;

Jlaske BO BpeMsi UTpbl HE CTOUT OTKIIOYaTh aHTHBUpYC. [loka Thl Wrpaeus, TBOM
KOMITIBIOTEP MOT'YT 3apa3uTh.

N

NousWw

Duwune umu Kpastca TUYHbLX OaHHbIX

OObIUHO Kpa)KefI ACHET U JOKYMCHTOB CETOAHA YK€ HUKOI'O HE YAMBHUIIIL, HO C pa3BUTUEM
I/IHTCpHeT-TeXHOJ'IOl"I/Iﬁ 3JIOYMBINIJICHHUKN TIEPEMECTUIIMCE B HHTCPHET, W IPOAOJIKAKOT
3aHUMAThCS «JTFOOMMBIMY JCJIIOM.

Tak mosiBUIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UIIWHT, TJaBHAs I1ICTh
KOTOPOT'O COCTOUT B TOJYYCHUH KOH(HICHIIMAIbHBIX JaHHBIX IMOJb30BATEICH — JIOTHHOB U
naponeil. Ha anrnumiickom si3pike phishing untaercs xak ¢ummar (ot fishing — pbiOHas noBs,
password — mapoJis).

OcHOBHBIE COBETHI IO OOPHOE € (PUIIMHTOM:

1. Cnemn 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaellb, YTO TBOS aHKETa ObuLla
B3JIOMaHa, TO HE0OOX0JMMO 3a0JIOKUPOBATh €€ U COOOLTUTh aIMUHUCTPATOpaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcnons3yit 6e30macHble Be0-CalThl, B TOM YHUCIIE, UHTEPHET-Mara3uHOB U MOMCKOBBIX
CHCTEM;

3. Hcnonp3yit cioxkHBIE U pa3Hble Mapoiu. Takum oOpa3oM, eciiu Teds B3JIOMAlOT, TO
370YMBIIIJICHHUKH TOJIy4YaT JOCTYI TOJBKO K OJTHOMY TBOEMY MPO(DUIIIO B CETH, a HE
KO BCEM;
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4. Ecnu Tebs B310MaNIM, TO HEOOX0AUMO IPEAYIPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPBIE

no0aBieHbl y TeOS B IPY3bsiX, O TOM, 4TO TeOs B3JIOMAlU W, BO3MOXKHO, OT TBOETO

UMEHH Oy/IET PacChLIAThCS CIIaM U CCBUIKU Ha (PUIIMHTOBBIE CAMTHI;

YcranoBu HagexHbIi apois (PIN) Ha MoOWIbHBIN TenedoH;

OTKIIIOYM COXpaHEHUE MMapoJst B Opaysepe;

7. He oTkpsiBaii Gpaiiiabl U APYyrHe BIOKEHUS B MMChMaX JIaXKe €CIIM OHU MPHIILUIA OT TBOUX
npyseid. Jlydine yrouHu y HUX, OTHPABIISUTA JIM OHU TeOe 3TH (aiiibl.

owum

UMd)DOGCZ}Z penymauyu

Hudposas pemyrauus - 3T0 HEraTUBHAs WM MO3UTUBHAs MHQOpMaIMs B CETU O TeOe.
Komnpomerupytomas napopmanusi, pasMelleHHass B MHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOU ku3HU. «l{udposas pemyranus» - 370 TBOM UMUK, KOTOPBII
(dbopmupyetcs u3 nHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo JKUTEILCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa
M pacckasbl 0 OJIN3KHUX — BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noJipoCcTKH JIETKOMBICIIEHHO OTHOCSITCS K MyONUKAlMKU JTUYHON MHpOpMaIuu B
I/IHTepHeTe, HE ITIOHHUMAast BOSMOXHBIX HOCH@HCTBHﬁ. Twr JaXX€ HE CMOXEUIb J0raaaTtbCs O TOM, UYTO
¢doTorpadus, pasmelieHHas 5 JeT Ha3all, cTajla IPUYMHON OTKa3a MPUHATH Te0s Ha paboTy.

KommenTapumn, pasmenienue TBoux Gororpaduii u 1pyrue 1eMCTBUS MOTYT HE HCUC3HYTh
Jla’ke MOCIe TOro, KaK Thl UX yJaIuIIb. Thl HE 3Haellb, KTO COXpaHWI 3Ty HH(POpPMaILIKIOo, Mornana
U OHa B TMOUCKOBBIE CHUCTEMBbl M COXpaHWJIACh JIU OHA, a IJIaBHOE: YTO MOIyMaloT O Tebe
OKpYXKaloIlee JIFOU, KOTOPhIe HAMAYT U yBHAAT 3To. HaliTh mHpOpMAIMIO MHOTO JIET CITyCTS
CMOJKET JIF000M — KakK 13 JoOpBIX MOOYXACHHI, TaK U C HAMEPEHUEM IIPUUUHUTE Bpell. DTO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3alTUTE ITU(POBOM peITyTaIuu:

1. Tlomymaii, mpexxae 4eM 4TO-TO MyOJIMKOBaTh M TepenaBaTh y ceOs B Ojore Wiu B
COIIMAIILHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBH OTpaHUYCHHS Ha TPOCMOTP TBOETO MPOQUIISI U €ro
COJIEPKUMOTO, C/IeJIall €r0 TOJIBKO «IUISI IPY3Eii»;

3. He pa3memaii u He yka3biBail HHpOpMAIIHIO, KOTOPast MOKET KOTr0-I100 OCKOpOISAThH
HJIM OOHKATh.

ASI’I’ZODCKOQ npaeo

COBpeMeHHHC IMIKOJIbBHUKHN— aKTHBHBIC I10JIb30BaTCIIN I_[I/I(prBOFO IpOCTPAaHCTBA. O,Z[HaKO
JaJICKO HC BCC 3HAKOT, YTO IMOJB30BAHHMC MHOTMMH BO3MOXXHOCTAMU I.[PI(l)pOBOFO MHUpa Tpe6yeT
CO6.]'IIOIL€HI/I$[ IpaB HAa UHTCIUICKTYAJIbHYIO COOCTBEHHOCT.

TepMuH «MHTEIUIEKTyaldbHAass COOCTBEHHOCTHY» OTHOCUTCS K Pa3IMYHBIM TBOPEHHIM
YeJIOBEUECKOro yMa, HauWHas ¢ HOBBIX M300peTeHUH M 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha TMpPOAYKTHl M YCIyrd, M 3aKaH4yMBass KHUramu, ¢ororpadusiMu, KuHODUIBMAMU U
MY3BIKaJIbHBIMH ITPOU3BEIACHUSMHU.

ABTOpCKHE IIpaBa — 3TO MPaBa Ha MHTEJIEKTYAIbHYIO COOCTBEHHOCTh Ha MPOMU3BEICHUS
HayKH, JUTEPATypbl U UCKyCCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B KAY€CTBE rapaHTHH TOTO, YTO
MHTEIJUIEKTYaJIbHBINH/TBOPUECKUH TPYyA aBTOpa He OyJIeT HampacHBIM, JIaCT €My CIIpaBeIIMBbIE
BO3MO’KHOCTH 3apaboTaTh Ha pe3ylibTaTaX CBOEro Tpy/a, MOJYyYUTh U3BECTHOCTh U MPU3HAHHE.
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Huxkro 6e3 paspermieHust aBTopa He MOKET BOCIIPOM3BOIUTH €r0 IPOU3BEACHUE, PACIIPOCTPAHSTD,
nyOJIMYHO JEMOHCTPHUPOBATh, IPOJaBaTh, HMMIIOPTUPOBATh, IIyCKaTb B IPOKAT, IMyOJINYHO
UCTIOJHATD, TIOKA3bIBaTh/UCIIONHATH B dHpe WK pa3MmeniaTs B IHTepHeTe.

Hcnonb30BaHNuEe «IIMPATCKOr0» MPOTPAMMHOIO 00ECIIEUEHHS] MOKET MPUBECTH K MHOTUM
pUCKaM: OT TOTEpU AAHHBIX K TBOMM aKKayHTaM JO OJOKHPOBKH TBOETO YCTPOWCTBA, T/
YCTAaHOBJICHHBIN HE JerajbHas mporpamMma. He cToWT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerabHbIe U OECIIaTHBIE TPOTPaMMBbl, KOTOPBIE MOXXHO HAWTH B CETH.

O nopmane

CereBHYOK.p) — TBOW TJaBHBIH COBETYMK B CETHU. 37€Ch Thl MOXKEIIb Yy3HATh O
0€30MacHOCTH B CETH NMOHATHBIM U JIOCTYIHBIM SI3bIKOM, a IIPU BO3HUKHOBEHUH KPUTHYECKOU
CUTyalluul OoOpaTUTbCA 3a COBETOM. A TakK€ MPHUHSITH y4acTHE B KOHKYpCax M CTaTb CaMbIM
1M (POBBIM I'pakTaHUHOM!
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